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Abstract—In this paper true edge based data hiding technique 
is proposed to take advantage of less sensitivity of human visual 
system to changes in complex regions of the image. This method 
utilizes edge detection and Steganography techniques. The Canny 
edge detection technique is used to identify true edge pixels and 
4LSB Steganography technique is used to hide a secret message 
in the 4 least significant bits of edge pixels in the cover image. By 
hiding data in edges improve the quality of stego-image 
significantly. The results obtained show that the proposed 
technique hides large amount secret information in the cover 
image with better visual image quality than other techniques. The 
experimental results demonstrate the average hiding capacity of 
4%, and the PSNR and MSE are 45dB and 1.60 respectively. 

Keywords—Steganography; Edge detection; 4LSB 
Steganography; Steganalysis. 

I.  INTRODUCTION 
Data hiding, also called Steganography, is a technique of 

concealing secret information within other information, thereby 
hiding the message secretly. In the era of modern 
communication and development of very fast processing 
systems, Steganography methods have become very important 
in several applications. For example, copyright, data integrity 
and authentication are few well-known applications of 
Steganography.  Many digital images, audio and video now 
comprise a distinctive yet invisible watermark that help in 
preventing unauthorized copying of these materials [1, 2]. The 
digital media, e.g. image, audio and video can be used as a 
cover, but the media with higher redundancy is considered to 
be the most suitable cover for data hiding. As digital images 
have high redundancy that’s why the images are mostly 
adopted for data hiding and lots of research has been carried 
out in the field of image Steganography.  

Several data hiding methods have been reported both in the 
spatial domain and transform domain. Honsinger et al.’s and 
Fridrich et al.’s proposed Steganography methods in spatial 
domain by hiding secret information directly in image pixels 
[3, 4]. VLSB Steganography was introduced by Sahib et al. and 
they also proposed some algorithms (i.e. MDT and DDDBA), 
for implementation of VLSB Steganography [5, 6]. In 
transform domain DCT coefficients are subjected to data 
hiding instead of pixels. Macq et al. implemented his method 
by data hiding using transform domain [7]. De Vleeschouwer 
et al. and Goljan et al. also developed invertible data hiding 

techniques, but the data hiding efficiency was very low for the 
acceptable image quality and  the quality of a stego-image 
dropped severely when the capacity was increased [8, 9]. Sahib 
et al. proposed a variable data hiding method in DCT domain 
[10]. Xuan et al.’s method, achieved a quite large hiding 
efficiency by hiding data in cover media using wavelet 
transform [11]; however, the image quality was affected 
significantly. 

The main aim of Steganography is to hide more data in the 
cover image in such manner that the change made in the cover 
is unperceivable to human visual systems (HVS). As a HVS is 
more sensitive to variations in the smooth area of cover image 
than the complex area. Due to this characteristic of the HVS 
different amount of message data is hidden in smooth and 
complex regions of cover image. The complex region is 
subjected to more data hiding than smooth areas of the cover 
image. As a result the quality of the stego-image increases and 
the security of hidden information also increases. A lot of 
techniques, including LSB methods, PVD methods, and side-
match methods have been proposed to hide data in complex 
areas of images [12-18]. However, some of these techniques 
provided a small hiding efficiency [12, 18], and doesn’t 
comply completely with the rule that the edges can tolerate 
more changes than smooth region [16, 17]. To increase data 
hiding capacity Jung et al. [19] presented a new technique that 
hides data in smooth areas along with edges resulting in more 
distortion.  

In the proposed technique of data hiding, canny edge 
detection is applied on a cover image to detect true edge pixels 
and the four least significant bits of each edge pixel are 
substituted with secret data using 4LSB Steganography. 

II. PROPOASED METHOD 
The previous methods hide data in the complex region of 

cover image, but they also hide data in those pixels that doesn’t 
belong to edges. These methods hide data in a noisy or very 
weak and disconnected edge pixels which are not considered as 
the edges by most of the nowadays edge detection technique, 
e.g. Canny etc. In this paper a spatial domain data hiding 
method is proposed to hide secret information in true edges by 
substitution of 4 least significant bits of the cover image. The 
hiding of a secret message in true edges only, decreases the 
hiding capacity a bit, but the hiding of data in the true edge 
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pixels avoids the changes in histogram near zero and histogram 
fluctuations and results in high quality stego-image. This 
makes the detection of information difficult for LSB and 
histogram difference based steganalyzers. In the proposed 
technique of data hiding, canny edge detection is applied on a 
cover image to detect true edge pixels and the four least 
significant bits of each edge pixel are substituted with secret 
data using 4LSB Steganography. 

In this section a reversible 4LSB data hiding technique 
using the canny edge detection technique is presented. The 
main aim is to separate the edge and the non-edge pixels and 
then hiding secret data in the edge pixels only, to enhance the 
quality of stego-image. The proposed method involve of the 
following major steps: 

a) Preprocessing: To remove noise from the cover image 
by using a Gaussian low pass filter. 

b) Calculating gradients: The magnitudes and directions 
of the gradient are calculated at every single point in the image. 
The region where the gradient has large magnitude is marked 
as edges while a low gradient implies non edges. The direction 
of gradient determines the orientation of the edges. 

c) Non maximum suppression: This step is important to 
convert “blurred” edges to sharp edges and keeping all local 
maxima and deleting everything else. 

d) Double Thresholding: To determine the potential 
edges, double thresholding is applied to the result of non-
maxima suppression. 

e) Edge tracking by hysteresis: This is the final step to 
find the final edges that suppress all the edges that are not 
connected to a strong edge. 

f) Data Hiding: Finally edge pixels are used for data 
hiding by replacing the 4 least significant. 

The cover image “ , ” is subjected to Canny edge 
detection and an array of edges “E(i, j)” is obtained. The 
detected edges of the cover image are now utilized for data 
hiding. The pixels from cover image ,  are considered one 
by one and the pixel corresponding to edge area are subjected 
to data hiding and all the pixels of smooth region are left 
unaffected. The 4 least significant bits of each edge pixel are 
substituted with 4 bits of secret message. 

 E i, j Canny C i, j  (1) 

 Steg i, j C i, j m,  i and j, E i, j 1 (2) 

 Steg i, j C i, j ,  i and j, E i, j 0  (3) 

Where  

is the secret message , is a stego-image pixel 

The complete process is given here in the block diagram as 
shown in Fig 1. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Fig. 1. Block diagram of 4LSB Edge based data hiding 

III. EXPERIMENTAL RESULTS 
The proposed technique is implemented to hide the same 

secret message in different cover images, e.g. Tree, Pepper, 
Lena, Mandrill and Tiffany. The main factor to be considered 
is the human visual system sensitivity to the changes and 
hiding capacity. The data hiding capacity determines the 
amount hidden information and the MSE and PSNR are used to 
determine the quality of stego-image and the imperceptibility 
of hidden data [20]. The MSE and PSNR are obtained by 
Equation (13) and (14), respectively.  

 MSE ∑ ∑ C , S ,
 (4) 

 PSNR 10 log MSE   (5) 

The data hiding capacity, PSNR and MSE measured for 
each cover and corresponding steo-image and listed here below 
in Table 1.The cover images and corresponding stego-image 
are shown in Fig 2. 

TABLE I.  HIDING CAPACITY, PSNR AND MSE  

Cover Image PSNR (dB) MSE Hiding Capacity 
(%) 

Tree 45.6453 1.7724 4.3167 
Pepper 45.5821 1.7983 3.9812 
Lena 46.2279 1.5499 4.1442 
Mandrill 42.6069 3.5677 8.3625 
Tiffany 46.0790 1.6039 3.8929 

Yes 

Cover image         ,  

Data Hiding 

, 1 

Edge 
detection 

Message “ ” 

Edges based binary image " " 

No 

, 0

 



  
(a) Tree Cover Image and Stego-Image 

  
(b) Pepper Cover Image and Stego-Image 

  
(c) Lena Cover Image and Stego-Image 

  
(d) Mandrill Cover Image and Stego-Image 

  
(e) Tiffany Cover Image and Stego-Image 

Fig. 2. Cover Images and Steo-Images (a) Tree, (b) Pepper (c) Lena (d) Mandrill (e) Tiffany 



IV. COMPARISON WITH PREVIOUS METHOD 
In this section the proposed method of data hiding is 

compared with some other data hiding techniques. Table 3 
shows the data hiding capacity and PSNR of the proposed 
method compared with other data hiding technique. The data 
hiding capacity is presented in bits per pixel (bpp) while PSNR 
is presented in dB. The results given in Table 3 show that the 
proposed method, presented in this paper, has a reasonable 
high PSNR than other methods except Ni et al. The data hiding 
capacity of the proposed method is much higher than Ni et al. 
Similarly, the hiding capacity is also higher than the other 
methods mentioned in Table 3 except Goljan et al. but the 
PSNR is higher than Goljan et al. method. Also, the presented 
technique does not need any additional information for data 
recovery. 

TABLE II.  COMPARISON OF PROPOSED METHOD WITH OTHER METHODS 

Method Lena Mandrill 
Capacity 

(bpp) 
PSNR 
(dB) 

Capacity 
(bpp) 

PSNR (dB) 

Honsinger et al. <0.0156 - <0.0156 - 
Macq and 
Deweyand 

<0.03125 - <0.03125 - 

Fridrich et al. 0.0156 - 0.0156 - 
Goljan et al. 0.36 39.00 0.0443 39.00 
Vleeschouwer et 
al. 

0.0156 30.00 0.0156 29.00 

Ni et al 0.083 48.20 0.0827 48.20 
4LSB-EDH 0.33 46.23 0.669 46.08 

V. CONCLUSION 
This paper presents a data hiding method that hides a secret 

message in true edges of a cover image. As HVS is not 
sensitive to the changes in complex region of the cover image 
and more sensitive to the smooth areas, the proposed method 
makes use of this limitation and hide data in edge pixels only 
without affecting the rest of the pixels. The canny edge 
detection technique has been used in for finding actual edges 
and suppressing the noise and weak edges by smoothing and 
double thresholding and hysteresis edge tracking process. 4 bits 
of the message are hidden are in the least significant bits of 
edge pixels. The stego-images generated by this process have a 
good quality and high PSNR and low MSE. An average PSNR 
of 46 dB and an average data hiding capacity of 4% has been 
obtained.  The hiding capacity and PSNR of the proposed work 
is higher than or comparable to other methods. In short, the true 
edge based data hiding technique is a strong and secure data 
hiding method, resulting in a high quality stego-image, 
significantly high PSNR and reasonable data hiding capacity.  
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